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About ENISA

The European Network and Information Security Agency (ENISA) is an EU agency created

to advance the functioning of the internal market. ENISA is a centre of excellence for the
European Member States and European institutions in network and information security,
giving advice and recommendations and acting as a switchboard of information for good
practice s. Moreover, the agency facilitates co ntacts between the European institutions, the
Member States and private business and industry actors.

Contact details

For contacting ENISA or for general enquiries on information security awareness raising
matters please use the following details:

E-mail : KJELL KALMELID, Expert Awareness Raising & Kkjell.kalmelid@enisa.europa.eu
Internet:  http://www.enisa.europa.eu

Legal notice

resent state-of the-art and it might be updated from time to time.

including external websites referenced in this publication.

on its behalf is responsible for the use that might be made of the information contained in this publication.
Reproduction is authorised provided the source is acknowledged.

© European Network and Information Security Agency (ENISA), 2008

Notice must be taken that this publication represents the views and interpretations of the authors and editors,
unless stated otherwise. This publication should not be construed to be an action of ENISA or the ENISA bodies
unless adopted pursuant to the ENISA Regulation (EC) No 460/2004. This publication does not necessarily rep-

Third-party sources are quoted as appropriate. ENISA is not responsible for the content of the external sources

This publication is intended for educational and information purposes only. Neither ENISA nor any person acting
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Preface

Abo ut this document

This document is the result of a joint work of four members of the ENISA AR Community.
The purpose of this  document is to provide information security awareness raising content

in the form of a number of quiz templates.

About the AR Community

The AR Community is a subscription free community

open to professionals working in the field of i nform a-
tion sec urity. It was launched in 2008 by ENISA in -
an effort to create an information security -focused /
community; particularly targeting profe ssionals with
an interest in security awar eness raising matters.

Even though the AR Community primarily aims at

attracting members in Europe, it has several me m- Awareness Rai_sing
bers from countries outside Europe who all share the C ommunai t y
same idea; raising security awareness amo ng people

is key in order to achieve a true state of information
security in any organization.
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Introduction

Scope

The purpose of this  document is to provide information security awareness raising content

in the form of a number of quiz templates. The target audience of this document are o r-

ganizations wishing to raise information security awareness among their target groups.

Objective

These quiz zes should not be perceived as comprehensive self -tests of individuals current
level of awareness and knowledge. The objective is merely to give the respondent a hint

on their level of awareness and hopefully serve as a tool to encourage further interest i n
the values and risks of using computers and utilizing online services on the Internet.

How to use the templates

The templates can be used either as a printed hardcopy together with a response sheet or
impl emented as a web quiz.  Each quiz comes with an  In troduction text  that should be kept
or, ifimpl emented as a web quiz, included on the same page of the questions.

IMPORTANT
In addition to the information provided in the Response columns, please provide | o-
cal/national sources of information that you deem important, e.g. links, contact inform a-

tion to hotlines and |  ocal/national authorities. In certain questions, this is indicated with
brackets for example [INSERT REL EVANT CONTACT POINT].

Overview of the quizzes
All in all, there are three quizzes, each targeting a particular target group; Parents, End -
users and e xecutive managers of small and medium -sized enterprises (SMESs).

Each template consists of a number of themes that are broken down into questions , which
in turn are followed by a response . In some quizzes, the response provides correct and

wrong answers together with some informational text and sometimes only a brief fee d-
back.
Parents
‘Theme ~ Questons  Response
PC Usage of your kid 1. Online activities Lets the parent know to
2. Communication what e xtent their kid should
3. PCusage use the co mputer and for
4. Internet and risks what activities.
5. Internet understanding
Privacy & Social networks 6. Using Social Networking Lets the parent you know
sites how to create safe profiles,
7. Creating safe profiles do you know if your child
8. Disclosing information has an online profile, what
i nformati on s hc
child put online




X x

x *
* *
, enisa
European Network
x and Information
> 4 Security Agency

Awareness

Raising Quiz Templates

Quiz Templates

lllegal content

9. Reporting illegal content
10. Encountering illegal co  n-

Filtering software 1 do you

know how to use it?

tent
File sharing 11. Using peer -to-peer | Kids download multimedia.
technology Do parents know about

Copyright laws? What is a |-
lowed and not?

Cyberbullying

12. Handling cyberbullying

What is the effect of su b-
mitting false information
and/or bullying somebody
on the Internet?

End -users

Threats on the Internet 1. Attached files in emails Does the respondent
2. Anti-virus applications and know about different
Firewalls threats and how to
3. Patching/Security updates protect oneself from
4. Passwords them?
Phishing 5. Secure online shopping Does the respondent
6. Understanding phishing know about secure
online shopping and
the threat of phishing
attacks?
Protecting information 7. Backup Does the respondent
8. USB flash drives know about the impo  r-

9. Understanding encryption

tance of backing up
valuable information |,
risks and disadva n-

tages with USB flash
drives, and e ncryption
to protecti nformation?

Legal aspects/Copyright

10. Downloading files

How does the Internet
compare to the real
world?

Downloading copyright
material

SMEs

Risk profile

Information assets
2. Threats

L

SMEs managers must ide n-
tify critical information and
pote ntial threats

Legal and contractual issues

3. Privacy/Personal data
4. Software licences

SMEs managers must be
aware of such legal respo n-
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5. Contract management sibilities.
Human and organizational 6. Password management A few behaviours must be
aspects 7. Emall adopted to reduce risks r  e-
8. Internet surfing lated to access and comm  u-
9. Social engineering nications. Managers are to
10. Mobile devices be examples for their e m-
ployees.
Security tools 11. Back up A few technologies are
12. Anti -virus/spyware mand atory to protect IS and
13. Secure remote access sensitive data. SMEs Ma n-
14. Encryption agers should understand the
security bas eline to be i m-
plemented
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Parents Quiz

Introduction text to the Parents Quiz Profile

Welcome to the ENISA AR Quiz for parents!

The aim of this quiz is to provide a means for you as a parent to test your awareness and

knowl edge on a number of topics concerning your
services on the Internet.

The Internet is a fantastic resource that offers a n abundance of valuable information and
services. However, it also comes with risks and as a parent, you should be aware of them.

This quiz should not be perceived as a comprehensive self -test of your current level of
awareness and knowledge. The object ive is merely to give you a hint on your level of
awareness and hopefully serve as a tool to encourage further interest in the values and

risks of having your child using the Internet. We also hope you will find the sources of i n-
formation provided on this website valuable and useful.

11
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1 What are the online activities of
your child?

a) Chatting or emailing

b) Blogging or using social networking sites

¢) Playing online computer games

d) Searching information on the Internet for
school reports or for homework

e) All of the above more or less

f) Donét know

*
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f) Itis generally recommended that parents

stay in touch with what their children are
doing online. Ask your children what they

are doing and have them show you how
different functions, games or other online
activities work! This way, your child will u n-
derstand that you are genuinely interested

in what he/she is doing. This is also impo r-
tant in order for you to know if your child is
involved in activities you consider off -limits.

a)-e). It seems your child is active in taking
adva ntage of the benefits of IT . This is
good! You also seem to know what your
child is doing while u sing the computer
(apparently, there more boxes you checked

the more you know).

Basic tips

Keep your home computer(s) in easily
viewable places, such as a family room or
kitchen so tha t you can easily monitor your
childbés activities.

2 Do you discuss with your child
about his/her activities on the
Internet?

a) Yes
b) No
c) Sometimes

a) and c) It is very good you discuss these
things with your child. Continue doing this
on a regular basis.

13
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by ltds very important st
ing these issues withi-
cally the only way for you to actually learn
about your <chil d-bneandlo e-i
ing able to understand the possible risks.

Basic tips

Trust is key. Keep the commu nication open
so that your children are open with their
activities online and at the same time feel
they have your confidence to explore the
Internet responsibly.

3 In average, how much time does a) More than 3 hours/day a) I e) Make sure you are aware of the
your child spend using the co m- | b) 2-3 hours/day amount of time your child is spending in
puter? ¢) 1-2 hours/day front of the co mput er . Donét

d) As much time as he/she needs to spend child also needs to do sports or an y other
e) Dondét know physical activities.

f) Lessthan 1 hour/day
f) Less than 1 hour/ day
concern from your side.

Basic tips

Excessive playing of games or use of online
services, especially in the night, should be a
signal for you as a parent to consider r e-
strictingy our chi |l dbds use.

4 Do you believe the internet to be a) No, risks are overestimated a) Indeed, sometimes risks are overest i-
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a risky environment?

b) Yes, very much

c) There are risks, but also valuable inform
tion, se rvices and communication tools

d Il donét know

a_
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mated, but it is also hard to assess risks as
new services and functions are constantly
introduced at the Internet.

b) and c¢) ltds good
Inte rnet can be dangerous for your child
however dondt forget th
valuable information, services and functions

as a commun ication tool.

y 0 U

d) The best you can do is to try to learn as
much as possible about the risks of Internet

and, as a start, follow the safety reco m-
mendations of your service provider and at

this website.

5 To what extent do you feel that
you know how to use the Inte
net?

a) Better than my child does

r- | b) About the same as my child does
c) Worse than my child does

d Donét know

a) and ¢c¢) ltés good yo
level of knowledge compared to your child.

Once again, what is important is that you

try to learn more about risks online and

how to mitigate them.

c) Donét be taken abac
your child seem to know a lot more about

the Internet and its services than you do.

Many parents have the same experienc e.

d) I f you dondt
to sit down with your child from time to

know, F:

time and join him/her in browsing the web.

15
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That will soon give you the answer.

6 What information is it all right for a) The real first name and only last initial a), b), d), e) and f) T Wrong. You should
your child to disclose while using b) The name of the school your child goes to explain to your child never to disclose any
social networking sites? c) The favourite colour information on the Internet that could help

d) The real names of the parents, but not their someone else to identify her/him in real

own names life.
e) The date of birth, but not their name c¢) and g) Correct. A nickname or a favou r-
f)  Names of friends or relatives ite colour is safe information to put on the
g) Their ni ckname Internet.

7 Has your child created a safe pr o- |a) Yes a) Good! However, check if your child
file on the social networking site b) No knows how to use Social Networking
he/she uses? c) Donét know sites in a safe way. Make sure your

d My child doesndét wuse ocC chil dés safe profil e-

ommendations below.
b) Follow the basic tips below on how to
create a safe profile for your child.

¢) Not knowing how to use Social Networ k-
ing sites safely <can
privacy.

d) Social networking sites are extremely
popular among children and teens. They
can be a valuable tool and offer great
fun, for instance when chatting with
friends all over the world.

Basic tips for creating safe profiles are:
1. Setyour profile as private al lowing
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otherusers to only see vy
username and be restrictive to disclose
other information, for example a picture
of your child. Only let the friends of
your child access additional info rmation.
Make sure you know wh
friends are.

2. Never make private data available on -
line your such as real name, address,
picture or phone numbers

3. Be selective with photos. Once available
online, they remain on the Internet fo r-
ever. Respect oiHenods
your child upl oad phatan
without asking for permission.

4. Tell your child to encourage their friends
to create safe profil
discuss these topics with the parents of

your childbdés friends.
8 What information can you disclose a) | can disclose my phone number but not my a) 1T c) These pieces of information are all
if you want to create a safe profile email address examples of private data. You should never
on social networking sites? b) | can disclose my postal address but not my make pe rsonal information available on -
phone number line. However if you decide to do so, make
c) |can tell people | meet online where I'm sure this data is acce ssible only to trusted
working or which school I'm going to users

d) Ican disclose any personal information to
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people | trust d) You should never make personal info r-
e) | can upload a picture of myself as long as | mation available on -line. Make your profile
dondét reveal any personalfiprivatedo and provide a
myself only to people you know and trust. You can
use your nickname on social networking
sites, provided you dp-n
formation that can reveal your ide ntity.

e) A picture of you is personal information.

9 Do you know to whom you should a) Yes, to the Police a) I c) Yes, you are right. Remember not to
report illegal content found on the b) Yes, to the [NAME OF INTERNET SERVICE be indifferent to the illegal content found on
Internet? One or more answers PROVIDER] (the company providing you the Internet. Such content as child porno 0-
are correct. an Internet connection) raphy, r acism or xeno phobia should ber e-

c) Yes, tothe NAME OF HOTLINE], a team ported to the hotline operating in your
qual ified to receiving and reacting to not i- | country, to the Police or the Internet Se r-
fications r elating to the occurrence of ill e- | vice Provider
gal contents on the Internet
d) No, I never report | just close the site d) Remember that what the Internet is like
al so depends on you. Do

the ill egal content you happen to come
across on th e net

10 Have your child ever encountered a) Yes, many times a) and b) To protect your child from contact
harmful or illegal content on the b) Yes, once with harmful or illegal content you must
Internet? ¢) No, never have filtering software installed on your

d |l donét know computer. This is not a guarantee for pr o-
tection, but it reduces the risks of being e X-

posed to such content.




Awareness Raising Quiz

Quiz Templates

Templates

*
‘K**

x *
. enisa

European Network
and Information
Security Agency

c) Thatds good to hear.
installed filtering software on your co m-
puter, do so.

d) Talk to your child and ask if he/she ever
has encountered any content upsetting

hi m/ her . | f you havenbt
ing software on your computer, do so.

11

What
when using peer

ogy?

should your

child know
-to-peer techno I-

b)

<)
d)

It is practically impossible to receive v i-
ruses on your computer

It can be illegal to download certain files

It can include illegal or harmful content
Sharing files is safer when you have a
firewall

a) Wrong. Unfortunately, it is just as likely
to get your computer infected with v i-
ruses through peer -to-peer t echnology
as it is from the web or by email. Be
careful when you download content via
peer -to -peer technology and make sure
you always run the file through an anti -
virus programme befo re opening (ex e-
cuting) it.

b) Correct. Copyright material, like music,

movies or software, which you
download from the Internet, will gene r-
ally be protected in the same way as
material in other media. In many cou n-
tries, it is illegal to download cop yright
protected material.
You should explain to your child that b e-

fore downloa ding any material that ot h-

19
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ers have placed on the Internet, you
should ensure that they have the pe r-
mission of the owners of rights in the
material unless copyright e  xceptions or
defences apply.

c) Correct. Unfortunately, peer -to-peer
technology is also used for distributing
illegal or harmful content.

d) Correct. With a firewall installed on your
computer you at least reduce the risk of hav-
ing it infected by viruses. A firewall is like a
filter that can screen out malware that
tries to reach your computer over the
inte rnet and search for vulnerabilities
and then try to break in at a weak

point.
12 What should | as a parent do if a) Encourage your child not to respond to the Cyberbullying is the latest form of bullying
my child is being cyberbullied cybe rbullying that takes place online while using Internet
while cha tting on the Internet? b) Immediately delete any messages or pictures or cellular phones.
One or more a nswers are correct. received by email that are upsetting your a) Correct. Responding will likely not stop
child. the bullying. On t he contrary, by respon d-
c) See to that your child is only using moderated ing the bu llies might be encouraged to co n-
chat rooms tinue their bull  ying.
d) Encourage your child to talk with you about b) Wrong. Never delete messages or pi c-
the situation tures received by email. Save these as ev i-
e) Tell your child to stop em  ailing and chatting dence.
to avoid cyber bullies c) Correct. In moderated chat rooms an

adult is monitor the correspondence b e-
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f)

Contact [INSERT RELEVANT CONTACT POINT]
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tween partic ipants.

e) Wrong. If you do so, your child becomes
deprived of the fantastic opportunities of
the Internet.

f) Correct. Contact [INSERT RELEVANT
CONTACT POINT]. They help children and
youth who face threats when using the
Internet and mobile phones

Basic tips

1 Always encourage your child to talk to
you if something upsetting or frighte n-
ing happens to her/him on the Internet.

1 Monitor the online activity of your child
to ensure that he/she is not commun i-
cating with bullies.

I Teach your child to protect their privacy
online

1 Teach your child not to respond to ha r-
assment of any kind such as negative
emails and aggressive or attacking chat
messages. If your child is being cybe r-
bullied report it to [INSERT ONE OR
MORE RELEVANT CONTACT POINTS].

21
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End -user Quiz
Introduction text to the end - users Quiz Profile
Welcome to the ENISA AR Quiz for end - users!
The aim of this quiz is to provide a means for you as an end -user to test your awareness
and know ledge on a number of topics concerning your use of the computer and online ser -

vices on the Internet.

The Internet is a fantastic resource that offers an abundance of valuable information and
services. However, it also comes with risks and therefore you should be aware of them.

This quiz should not be perceived as a comprehensive self -test of your current level of
awareness and knowledge. The objective is merely to give you a hint on your level of
awareness and hopefully serve as a tool to encourage further interest in the values and

risks of using the Internet. We also hope you will find the sources of information provided

on this website valuable and useful.
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1 Attached files in emails Only attached files with the extension 1. Wrong. There is a wide range and number of
Please select the answer b e- .EXE pose a real risk other extensions should be considered suspicious
low, which you believe corr e- All attached files are potentially harmful when r eceived in email. You should not open
sponds best to the risks with and may contain viruses such attachment unless you requested or e X-
email a ttachments. One or If I know and trust the sender | can a - pected it.
more answers may be  correct: ways open the attachment 2. Correct. Unfortunately,
It is safe to open attachments if | have a itéds so i mpor t anurus sofiware a e
firewall ins talled on the computer stalled on your computer.
An anti -virus programme will reduce the 3. Wrong. Even if you know and trust the sender
risk of being infected with viruses from they might unknowingly and not deliberately
email attac hments send or fo rward you an attachment containing
viruses.
4. Wrong. A firewall does not scan the content of
email attachments.
5. Correct. Anti -virus software substantially r e-
duces the risk of being infected by computer v i-
ruses. Eventhoug h it ds not a gua
being infected, it is strongly recommended that
you invest in anti  -virus software.
2 Anti -virus applications and Anti -virus software searches your hard 1. Wrong. Anti -virus software does not protect
Fir ewalls drives for viruses and protects your pr i- your private network. It only searches for viruses
Check what you now about vate network on your computer.
anti -virus software and fir e- A firewall protects the resources of a pr i- 2. Correct. A firewall is a system between your
walls. vate network from users from other ne t- computer network and the Internet. Firewalls
works analyze data entering and exiting the network
Anti -virus software should never be used and rejecting inform  ation from unsecured and
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together with a firewall

unknown locations.

4. A firewall searches your hard drives for 3. Wrong. You should use both anti -virus sof t-
viruses and protects the resources of a ware and f irewall
private ne twork from users from other 4. Wrong. A firewall does not search for viruses.
networks 5. Correct. Anti -virus software scans your hard
5. Anti -virus software searches your hard drives and alerts you when viruses are found.
drives for viruses Many anti -virus software also scan for spyware
and adware.

3 Patching/Security updates 1. It makes your computer less vulnerable 1. Correct. Patching your computer closes vu -
Which option/s  best completes to virus attacks. nerabil ities in your operative system or applic a-
this sentence? "Patching your 2. Patches remove viruses tions thereby making your computer less vulne r-
computer is important because 3. ltreduces spam in your inbox able to virus attacks.

" 4. It fix problems with a computer program 2. Wrong. Patching your computer does not r e-
or its supporting data move viruses on your computer. In orderto r e-
5. All of the above move viruses, you must install anti -virus sof t-
ware.
3. Wrong. A patch merely fixes a security hole in
your operative system or your applications. It will
not affect the type of information you receive by
email.
4. Correct. A patch fix certain problems in the
code of a computer program
5. Wrong.

4 Passwords 1. Your name 1. Wrong. You should not use a word connected
Which of the following should 2. Both upper and lower case letters to you as an individual
be included in a safe pas s- | 3. Yourphone number 2. Correct. By using both upper and lower case
word? 4. Your licence plate number spelled bac k- letters, the number of combinations increases
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wards and so the strength of your password
5. Whatever letters or  numbers as long as 3. Wrong. You should not use combinations of
the password is five characters long chara cters connected to you as an individual
6. A combination of a certain number of a - 4. Wrong. You should not use combinations of
phanumeric characters chara cters connected to you as an individual
even if they ar e spelled backwards.
5. Wrong. A password of five characters only, is
not considered safe enough. It should consist of
at least seven, but preferably more, characters
6. Correct. A strong password consists of a co m-
bination of upper and lower case letters, chara c-
ters and figures.
5 Secure online shopping 1. 1 know the company 1. Correct. Always shop with companies you
What indicates you are sho p- | 2. They are selling quality goods of famous know and sites you trust.
ping online in a secure ma n- brands 2. Wrong. The quality of the goods offered does
ner? 3. Therebs a banner on t h|not mean the merchant is serious and the site
saying ASecure Websi t el secure.
4. The URL/address of the web site starts 3. Wrong . You should never rely on a banner
with Ahttps://...0 alone. | nstead, you should try to have the sec u-
5. All of the above rity of the web site verified. For example, check

that the company has indicated an address and
phone number. If you have doubts about the
company, call the phone number and ask que s-
tions to determine if the business is legitimate.

You can also contact [INSERT NAME OF REL E-
VANT ORGANIZ A-
TION/ASSOCIATION/AUTHORITY] to check the
legitimacy of the company.







