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Our job is to reduce the amount of child abuse material on the Internet and in
general to help protect minors while online. Specifically, we assist
A

What we @lo?
eliminateaudiovisual material that portrays-iiteatment of minors,
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A reduce racist, xenophobic, violent and other illegal content.

How we dlottiis?

1. We receive anonymous reports from the public, about child sexual abuse
material (CSANIand other content suspected to be illegal.

2. We take further action with such reports, &slowing: -----____~

a. Verify the existence of the reported content. 83,

b.5SGSNYAYS (KS K2aliy3d O2dzy iNE 2F GKS - CWEE.

c. Forward the reports to the Hellenic Police, if hosted in Greece. \‘\7,1’ RGPOFPDFOCESSIHQ
d. | LRFGS Lbl ht90& CRAMiontent. & --2-F--dzy A lj_d#S procedures p. 10-11
e. Via (d), forward CSAM reports to anotHeiHOPHhotline, if content is---~ Sz

hosted abroad.
f. Update our statistial tables, accordingly-

g. Consider followingNotice & Takedowiprocedures, with content hosts. "~ ~==-___
h. Give feedback to the report originator, if feasible.

3. We helped introduceNotice & Takedowiprocedures in Greece:--_ __
4. We participate in the global network of hotlinds|HOPFwere we exchaﬁge\ _gais e |
best practices and we receive training. AN

5. We cooperate with the €rime & Digital Forensics units of the Hellenic Police,:' \‘
on various other matters. S

7

6. We are one of the three pillars of the Greek Safer Internet Centre---"" ‘\\ Trends P. 17-20 _o#°

.

Mere information? v |

This Annual Report can only cover the most important issues in brief. Please visit
our website, inmttp://www.safeline.gr/en, for more details. See also our last page,

form otherUseful Information - --------------coooomee Useful infa D. 29 (COVGD
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Milestones 2016p. 2-3

Contents p. 5

Safety tips p. 8-9

Notes on Processing
proceduresp. 12

Notice & Takedown

procedures p. 21



http://www.safeline.gr/en

° 60
Sanan_ﬁ_ believes that current generations are fortunate . 60
enough to have Internet, as it greatly enhanceshuman rights, i i i
democracy,commerce,culture & innovationand it doesso outside i 50 A T
the control of any single authority. It is then in the interestsof its i
membersthe ordinary Internetusersto helpcombatL y' 4 SWakS i Qa © 40 — T
side : | |
At the sametime, Internetasa globalmedium,canonly be protected 30 e i .
by globalefforts. It iswith the abovein mindthat SafeLinesoughtx L SR ;-z-“;““* -
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A INHOPE wasunchetin 1999. i 0 | |
A safelinds a full member since 260 "~ T T T T T T T T oo oo o oo mm s )E"' 1995 2000 2005

strengthen the International efforts to combat child sexual abuse using a multi

stakeholder approach ® _ ] _
The INHOPE hotline network achieved a consistén99®) growth, ove

A INHORE Qbjeciives the last 17 years, of about 2.7 new hotlines every year.

1. Establish policies anukest practicestandards for hotlines.
2. Encourageexchangeof expertise among members.

3. Ensure rapid & effectiveesponseto illegal content reports around the world

A INHOREMissiohX G G2 & dzLJL2 NI FyR SyKFyOS GKS g2N] 2F YSYOSNI K2daf AySa
by developing consistent, effective and secure mechanisms. l

4. Expandi KS ySiG62N] 2F Lblht9o | 20GftAySa | NRdzy
consultation and training to meet best practice standards.

5. Promotea better understanding of the work of hotlines to policymakers at an
AYOSNYFGA2Y T tS@St X g-bpedtioni KS AY 27F

6. Raiseawarenesof INHOPE and member hotlines with key stakeholders as
well as with the general public.

A INHORE/Aalues i
A Freedomof the Internet i

A A commitment to thepositiveuses of the Internet

A Ashared responsibilitfor the protection of young people by government,
educators, parents and the Internet industry.



Safety tips for
parents

Safety tips for
children

Ask your ISP about
filtering programs.

Encourage your children
to use Internetanduse it
safely. Talk to them about

the hidden dangers.

Express ainterest on
what your children do

while online. Do not share your

personal details
A (tel. no, home

/ address, etc.) with

people you only
know online.

Safety tips fosocial
networks

Remember that
your computer
keepstracesof
your activity.

Do not upload photographs
which show youtocation.

Do not share your
passwordswith anyone;
they are strictly personal.

Consider that any
content you upload

If you receive an will be publicly
offensive message, available.

report it to the social
network, or to SafeLine.

If you want to meet people
you got to know online,
always use a@ublic place

and go there with an adult

you trust.

Ask to become a
GFNASYRE &
in social media

Delete, without
opening, any e
mails from people
you do not know.
Spamis dangerous.

Formore information visit
http://saferinternet4kids.gr/
https://www.betterinternetforkids.eu

Formore information visit
http://www.safeline.gr/en/information/safetytips

When you access a friend
NBIljdzSa iz  Kacéess
to all the personal information inj

your profile.

After you create your
profile change the

default settings that
manage your data.



http://saferinternet4kids.gr/
https://www.betterinternetforkids.eu/
http://www.safeline.gr/en/information/safety-tips
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Processing bf adigport

There is no automatic system, yet, which can identify with confidence,
illegal & harmful content on the Internet. The only alternative then is
the report from the human user of the Internet who comes across
such content accidentally. And even then, only a trained expert can
judge what is potentially illegal and report the matter to the

authorities.

The effort then to make Internet safer starts from the usgiort and
his/her willingness to share responsibility for the vioeding of this
unigue medium.

A hotline is an entity whicbffers the public a way to anonymously
report Internet materiglthey suspect to be illegebafeLings the
Greek hotline.

To process the receiveeports, SafeLindollows the procedure in the
next page. The procedure has been approved by INHOPE.

SafeLindnas been audited by INHOPE, regarding compliance with
standards and procedures, as set out in the INHOPE Quality

Assurance programme.‘

CERTIFICATE OF QUALITY

Hereby awarded to:

Foundation for Research and Technology-Hellas (www.safeline.gr)

Having been independently audited on 23" May 2016 and found to be in compliance
with the required standards and procedures as set out in the INHOPE Quality
Assurance program

Lgrec S¥e e U

Domien =owad

NeQRF Tramemg Varager

Internet users come acrossntent
that theythink is illegal

They go tovww.safeline.gto
report the finding.Reporting
may be anonymous.

SafelLinaeceivesthe report
and tries to locate the content.
IftheO2 y i Sy i Ol yilieiepant % ddlefed |

(0p)
0«

If the content is located SafeLinaletermines
type of the conten®& the hosting country
and updates thestatistical counters

toLbl ht 90a L/ throagh wiciifi-o+ AN THOPE

Interpol and other hotlines are notified.

If SafeLinehinks that thecontent may be illegal
it considers following\otice & Takedown procedur&

If and when, feasible,

feedbackis forwardedio the report
originator.

11
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NOTHES o RAReporrrecassing
(previousmpage)

Why the reported contentmay not be locate@

Because, between reporting and processing, the content is ofiémdrawn,
by the content owner / provider / authorities / etc.

In such a case, the report cannot be processed.

What is thetype of the conten®

Safeline categorizes the reports in a number of ways, includingothient

typeY /| KAt R LR2NYy23aN}LKes wlOAaY 9 ESY2LIK20AL
content / Not illegal, Queries & Outside Hotline remit.

What is thehosting countryand why do we need to know it?
Responsibility for the content is assumed by the authorities of the country
physically hosting the content. The report must be forwarded to them.

What are thestatistical counter®

SafeLine & INHOPE publish statistics every year.

Thecounterscount content types & location, action taken, etc. for the

reported period.

Statistics are useful becauge¥ & 2dz OF y Qi YSIFadz2NE AG> @&2dz OF

CSAM

Although legislation uses the terahild pornographya more appropriate one
is Child SexualAbuseMaterial (CSAN.

The problem with the termpornographyis that it may give the impression
that the sexual acts had the consent of the children.

INHOPE database, ICCAM
INHOPE maintains a databas€ (AN with unique CSAM URLSs:

GL/ /' a LINPOARSAE GAGFE AyGaStftA3aSyOS G2 fl g S
identifying previously unseen CSAM and supports the process of victim
ARSYUAFAOIGA2Yyéd ¢KAA ALISSR&a dzZl F OQGAzy G2 a

528ay Qi {FFS[AYSST 2N iKiSthe®ied2iNli SN 2F GKS 02
illegal?

What is illegal is determined by the Lalie Law is interpreted by the Courts

of Justice, or other appointed authorities. If SafeLine suspects that the

content may be illegal it forwards the report to the authorities.

Notice & Takedown Please sep. 20.

safe| jne

Freguently AskedQeresiions

What kind of Internetcontentis consideredllegal?

Every country defines what is illegal in her own way.

Usually, what is illegal offline, is illegal online.

In general, all countries outlaw, CSAM and racism or xenophobia.

What kind of Internetcontentis considerecharmful?
It is any material, otherwise neifiegal, which is
subject to distribution restrictions (adults only, for example).

. What type of Internet content should teport to SafeLine?

You should report webpages with content you believe is illegal.
For harmful content use filtergppropriate browser/ISP/routesetting,
and/or parental control tools.

. Can I report illegal contennonymousl|y?

Ofcourst 2 KSy &2dz gAaAald GKS dal 1S I
Ly F2 NI (akhadynbussihe Helault value.

Why is content | reportedstill online?

If reported content is still online it may be that what you reported is not illegal
in the hosting country, or it may be because an international cooperation of
the police is necessary, which might lead to delays in some cases.

Are there any risks to children & young people when playimgline game®
Gaming sites can be fantastic fun for young people. However as with any
online technology, there are risks:

A Addictiont Gamers may become so involved that they lose touch with the
offline world and stay late at night playing, neglecting also their
obligations.

A Abuse Some young people can become abusive to other gamers, in their
effort to progress with the game.

A Risky behaviorSome young people may fall victim to adults who are
prepared to ask them for sexutvoursin exchange of information and
knowledge useful to progress with the game.

. What isphising?

It is the attempt to obtain sensitive information (passwords, etc.) by disguising
as a trustworthy entity (for example your Bank).

Formore FAQsvisit:
http://www.safeline.gr/en/information/qs or

http://inhope.org/gns/who-we-are/fags.aspx

w S LJ2 NJ
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3,817’ Repantssreeeivecu 20P6) 16
Insufficient Removed Various
Detail 5% 7% 5%

28%

Adult
content 4%

Other Content
51%

~_

This corresponds ti
2.2 reports every
working hour,
or one report every

31 minutes.

L

Other Content Content outside
{ I TS[emif SQA& likely to be illegal under Greek Law.

Various Cyberbullying, Queries, No Adult Content Adult Pornography, o
illegal, or Not accessible. Extreme Adult Content

Financial fraud, 36%

safe|ne

1,0633 Actionableaepartsts

CSAM, 20%

Personal data, 18%

Online financial
fraud

Personal data
violation

Spam- Threat,
Phising, 7% | 6%

Racism, 5% | Other, 4%

Comm privacy, 4%

Communications
privacy breach

Actionable ReportsSafeLinglans
to take action on, because they are

Other: Other smaller categories of actionable reports
(Copyright breach, Defamation, Other chi@dated content,

Terrorism, Drugs, Promotion of suicide & Sexual harassme

Of the above,
71%o0f the reports
wereactioned

Insufficient detait Report with Removed Reports about content

insufficient data, to allow processing. which was subsequently withdrawn Actioned Reports for whichSafeLingook action.
2

14

On average,
oneactioned report
every2.3working hours.

—
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752 Repantsavere-actioneddani 2018016

Number of reports forwarded to the Helleni
Police, 51%

Number of reports uploaded to the INHOPE
ICCAM database, 37%

Number of reports forwarded to ISPs, 11%

-

Reports destined foother
INHOPE hotlineeNTERPOL &
INHOPHEre forwarded via the

INHOPE ICCAM database

0%

2011 2012 2013 2014 2015 2016

Number of
reports
forwarded
to Content
Ownesrs,
0.3%

2011

2012 2013 2014 2015 2016
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Over the period 20116:

A

2012 2013 2014 2015 2016

The number of reportseceivetby SafeLindasincrease on °o----
average, byl34 per year, but the forecast value of this rate is low,
as R=23%.

The number of reportactionedby SafeLindasincreases on -----
average, by’3 per year. This activity is better approximated by a
power trend (with R=60%), which forecasts growth, but at a
smaller, and decreasing, rate of-65 extra reports per year.

Over the last 3 year§4% of the actionallereports were actually
actioned

The number of reports characterized BgfeLineasactionable o-----
hasdecreasec on average, bg7 per year. Again, the forecast

value of this rate is low, ag®44%. It is rather expected that this
trend will become increasing, following the rising trend of
actionedreports, which appear to constitute abo&#%of the
actionablereports.

17
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201111 -16 trends @mactionable éporsorts

RZis a measure of fithess, of
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Re measures the reliability of !
the annual rate of change, |
hence its forecasting value. |

2012 2013 2014 2015

2016 !
Over the period 20116 the following reliable trends were observed:

A Personalbidatavielatigras a % of actionable reportsecreasedat
an average annual rate @f9%peryear---------------——- - !

A Onlinefinancial fraugas a % of actionable reportscreasecat
an average annual rate éf1%peryeare -----------------ooooooo---

A CSAM(Ghild-SexuabuseMaterial)as a % of actionable reports,
increasecat an average annual rate @f7%peryeap----------------—- !

NOTEA: When we observetime-series,like in the diagramsabove, we can
attempt to add a trendline (dotted lines), of an appropriate shape The most
commonshapeis a straightline. Eachshapehasa different fit and the quality
of fit ismeasuredby Fe.

The value of a linear trend line is that it also givesus the averagerate of
change,say +2.7%year for CSAM Thisrate of changeis an undeniablefact,
whateverthe valueof R, and describesvhat hashappenedover the observed
period (here,2011-16).

If R is good (say, >70%), we can use the trendline to forecastthe next 2-3
years ThecloserRe isto 100%, the morereliablethe forecast

70%

60%

50%

40%

30%

20%

10%

0%

2011

safel\ne

201111 -16 ttends ®mactiohalble véporsorts

As a%/wotactionalblereporis:-—- - T T 5

2015

2012 2013 2014 2016

Over the period 20116, as a % of the actionable reports,

A HellenicrRolicereceived an average of 39%.
A INHOREICCAM databaseceived the 2831%.

A 1SRs:and Contentowneneceived a percentage which varied
between zero and 16%.

NOTEB: A note of cautionis necessarywhenwe discussstatisticaltrends,asa
commonreflexisto try and draw dangerousconclusionsForexample,in p. 20,

we examinethe risingnumber of CSAMeports receivedper year, by SafeLine
Thisfact, doesin no way imply that CSAMmaterialis on the rise. Whatwe have
observedsthat CSAMeportsare on the rise,but we do not knowthe reasons,
until we conducta separatestudy.

Averychallengingand mostlikely unsolvableproblem,is the separationof the
causefactor from the observationfactor. For example,an increasein the
number of CSAMreports/yearmay be due to anincreasein CSAMcontent, or
an increasein SafelLinevisibility, or an increaseof public awareness,or an
increasein the use of Internet, etc., or on a combinationof the above and
other factors

19
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CSAM reports have increased, since 2011,

both in absolute numbers, and in relative
terms as a % of actionable reports:

A +21 reports per year, on average.

A +2.6% points per year, on average.

It is expected that CSAM reports will keep
increasingover the next few years, at a

'&te of
~20 / year, from~200 in 2016, and
A +2-3% points / year, frora20% in 2016.

S0l T
| 400 Financial online fraudeports have
increased since 2011, both in absolute
a numbers, and in relative terms as a % of
actionable reports:
200 A +33 reports per year, on average.
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40%
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20%

- 10%
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20

2014 2015 2016

A +4.1% points per year, on average.
It is expected that Financial online fraud
reports will keepncreasingover the next
few years, at a rate 6f4% points / year.

27

Personal data violatiorreports have
decreased since 2011, both in absolute
numbers, and in relative terms as a % of
actionable reports:

A -57 reports per year, on average.

A -2.9% points per year, on average.

It is expected that CSAM reports will keep
decreasingover the next few years, at a
rate of 2.53% points / year.

safel\ne

Notice & Ttakedown

Notice & /Actiorproceduresare those followed by thénternet
Intermediariesfor the purpose of combatinglegal content

upon receipt ofotification.

Taketlawris the most common
outcome ofNotice & Action
Other possibilities are:

A Blocking

A voluntary takedown,

A proactive & preventive measures

Internet Intermediaries
A Internet service providers,
A Search engines

A Social media platforms &

A others.

They are companies that
facilitate the use of the Internet.

A action against repeated infringements.

SafeLinenotifiesthe Internet Intermediaries for content on
their serverssuspectedo beillegal

SafelLineooperatesclosely with a number of lls:

A Facebook
A Instagram
A YouTube
A Twitter &
A others.

Onnotification, by SafeLine, the Internet Intermediaries
normallytakedowmnthe reported content.

. Ameasureof the effectiveness
procedure is theimeA G G |

of the Notice & Takedown
1Sa G2

NBY23S (GKS

INHOPE Global Statistics 20
Takedown time for CSAN

7+ days

4-6 days
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