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What we do?
Our job is to reduce the amount of child abuse material on the Internet and in 
general to help protect minors while online. Specifically, we assist

Å eliminate audiovisual material that portrays ill-treatment of minors,

Å ǎŀŦŜƎǳŀǊŘ ŎƘƛƭŘǊŜƴΩǎ ǊƛƎƘǘ ƻŦ safe online surfing  and

Å reduce racist, xenophobic, violent and other illegal content.

How we do this?
1. We receive anonymous reports from the public, about child sexual abuse 

material (CSAM) and other content suspected to be illegal.

2. We take further action with such reports, as following:

a. Verify the existence of the reported content.

b. 5ŜǘŜǊƳƛƴŜ ǘƘŜ ƘƻǎǘƛƴƎ ŎƻǳƴǘǊȅ ƻŦ ǘƘŜ ΨƛƭƭŜƎŀƭΩ ŎƻƴǘŜƴǘΦ 

c. Forward the reports to the Hellenic Police, if hosted in Greece.

d. ¦ǇŘŀǘŜ LbIht9Ωǎ ŘŀǘŀōŀǎŜ ƻŦ ǳƴƛǉǳŜ CSAMcontent.

e. Via (d), forward CSAM reports to another INHOPEhotline, if content is 
hosted abroad.

f. Update our  statistical tables, accordingly.

g. Consider following Notice & Takedown procedures, with content hosts.

h. Give feedback to the report originator, if feasible.

3. We helped introduce Notice & Takedown procedures in Greece.

4. We participate in the global network of hotlines, INHOPE, were we exchange 
best practices and we receive training.

5. We cooperate with the e-Crime & Digital Forensics units of the Hellenic Police 
on various other matters.

6. We are one of the three pillars of the Greek Safer Internet Centre.

More information?
This Annual Report can only cover the most important issues in brief. Please visit 
our website, in http://www.safeline.gr/en, for more details. See also our last page, 
form other Useful Information.
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believes that current generations are fortunate
enough to have Internet, as it greatly enhanceshuman rights,
democracy,commerce,culture & innovation and it doesso outside
the control of any single authority. It is then in the interestsof its
members,the ordinaryInternet users,to helpcombatLƴǘŜǊƴŜǘΩǎdark
side.
At the sametime, Internetasa globalmedium,canonlybe protected
by globalefforts. It iswith the abovein mindthat SafeLinesoughtΧ

INHOPE Membership
Å INHOPE was launchedin 1999.

Å Safelineis a full member since 2005.

Å INHOPE MissionΥ άΧ ǘƻ ǎǳǇǇƻǊǘ ŀƴŘ ŜƴƘŀƴŎŜ ǘƘŜ ǿƻǊƪ ƻŦ ƳŜƳōŜǊ ƘƻǘƭƛƴŜǎ ǘƻ 
strengthen the International efforts to combat child sexual abuse using a multi 
stakeholder approachέΦ

Å INHOPE Objectives:

1. Establish policies and best practice standards for hotlines.

2. Encourage exchangeof expertise among members.

3. Ensure rapid & effective responseto illegal content reports around the world 
by developing consistent, effective and secure mechanisms.

4. ExpandǘƘŜ ƴŜǘǿƻǊƪ ƻŦ LbIht9 IƻǘƭƛƴŜǎ ŀǊƻǳƴŘ ǘƘŜ ǿƻǊƭŘ ōȅ Χ ǇǊƻǾƛŘƛƴƎ 
consultation and training to meet best practice standards.

5. Promotea better understanding of the work of hotlines to policymakers at an 
ƛƴǘŜǊƴŀǘƛƻƴŀƭ ƭŜǾŜƭ Χ ǿƛǘƘ ǘƘŜ ŀƛƳ ƻŦ ŀŎƘƛŜǾƛƴƎ ōŜǘǘŜǊ Ŏƻ-operation.

6. Raise awarenessof INHOPE and member hotlines with key stakeholders as 
well as with the general public.

Å INHOPE Values:

Å Freedomof the Internet

Å A commitment to the positiveuses of the Internet

Å A shared responsibility for the protection of young people by government, 
educators, parents and the Internet industry.
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The INHOPE hotline network achieved a consistent (R2=99%) growth, over 
the last 17 years, of about 2.7 new hotlines every year.
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For more information visit
http://saferinternet4kids.gr/

https://www.betterinternetforkids.eu

Ask to become a 
άŦǊƛŜƴŘέ ǿƛǘƘ ȅƻǳǊ ŎƘƛƭŘ 

in social media.

Encourage your children to 
discuss with you what makes 

them uncomfortable. 

Express an interest on 
what your children do 

while online.

Learnfrom 
your child.

Ask your ISP about 
filtering programs.Encourage your children 

to use Internetand use it 
safely. Talk to them about 

the hidden dangers.

Safety tips for 
parents

For more information visit
http://www.safeline.gr/en/information/safety-tips

Delete, without 
opening, any e-

mails from people 
you do not know. 

Spamis dangerous.

If you want to meet people 
you got to know online, 

always use a public place 
and go there with an adult 

you trust.

Do not share your 
personal details 
(tel. no, home 

address, etc.) with 
people you only 

know online.

Do not share your 
passwordswith anyone; 
they are strictly personal.

Avoid adult
content.

Remember that 
your computer 
keeps tracesof 
your activity.

Safety tips for 
children

After you create your 
profile change the 

default settings that 
manage your data.

When you access a friend 
ǊŜǉǳŜǎǘΣ ǘƘƛǎ ΨŦǊƛŜƴŘΩ Ǝŀƛƴǎ access
to all the personal information in 

your profile.

Consider that any 
content you upload 

will be publicly
available.

If you receive an 
offensive message, 

report it to the social 
network, or to SafeLine. 

Do not upload photographs 
which show your location.

Safety tips for social 
networks
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http://saferinternet4kids.gr/
https://www.betterinternetforkids.eu/
http://www.safeline.gr/en/information/safety-tips
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Internet users come across content
that they think is illegal.

They go to www.safeline.grto 
report the finding.Reporting 

may be anonymous.

SafeLinereceives the report
and tries to locate the content.

If the ŎƻƴǘŜƴǘ ŎŀƴΩǘ ōŜ ƭƻŎŀǘŜŘ, the report is deleted.

If SafeLinethinks that the content may be illegal,
it considers following Notice & Takedown procedures.

If the content is hosted in Greece,
the report is forwarded to the Hellenic Police.

If, and when, feasible,
feedbackis forwarded to the report 

originator.

If the content is CSAM, the URL is uploaded
to LbIht9Ωǎ L//!a ŘŀǘŀōŀǎŜ, through which 

Interpol and other hotlines are notified.

If the content is located, SafeLinedetermines
type of the content & the hosting country

and updates the statistical counters.

Ē
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2
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Processing of a report
There is no automatic system, yet, which can identify with confidence, 
illegal & harmful content on the Internet. The only alternative then is 

the report from the human user of the Internet who comes across 
such content accidentally. And even then, only a trained expert can 

judge what is potentially illegal and report the matter to the 
authorities.

The effort then to make Internet safer starts from the user report and 
his/her willingness to share responsibility for the well-being of this 

unique medium.

A hotline is an entity which offers the public a way to anonymously 
report Internet material, they suspect to be illegal. SafeLineis the 

Greek hotline.

To process the received reports, SafeLinefollows the procedure in the 
next page. The procedure has been approved by INHOPE.

SafeLinehas been audited by INHOPE, regarding compliance with 
standards and procedures, as set out in the INHOPE Quality 

Assurance programme.

http://www.safeline.gr/
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NOTES on Report Processing
(previous page)

1. Why the reported content may not be located?
Because, between reporting and processing, the content is often withdrawn, 
by the content owner / provider / authorities / etc. 
In such a case, the report cannot be processed.

2. What is the type of the content? 
SafeLine categorizes the reports in a number of ways, including the content 
typeΥ  /ƘƛƭŘ ǇƻǊƴƻƎǊŀǇƘȅΣ wŀŎƛǎƳ ϧ ȄŜƴƻǇƘƻōƛŀΣ ¢ŜǊǊƻǊƛǎƳΣ 5ǊǳƎǎΣ ΧΣ hǘƘŜǊ 
content / Not illegal, Queries  & Outside Hotline remit.

3. What is the hosting country and why do we need to know it?
Responsibility for the content is assumed by the authorities of the country 
physically hosting the content. The report must be forwarded to them.

4. What are the statistical counters?
SafeLine & INHOPE publish statistics every year. 
The counterscount content types & location, action taken, etc. for the 
reported period.
Statistics are useful because ƛŦ ȅƻǳ ŎŀƴΩǘ ƳŜŀǎǳǊŜ ƛǘΣ ȅƻǳ ŎŀƴΩǘ ƛƳǇǊƻǾŜ ƛǘΦ

5. CSAM: 
Although legislation uses the term child pornography, a more appropriate one 
is Child Sexual Abuse Material (CSAM).
The problem with the term  pornography is that it may give the impression 
that the sexual acts had the consent of the children.

6. INHOPE database, ICCAM:
INHOPE maintains a database (ICCAM) with unique CSAM URLs:
άL//!a ǇǊƻǾƛŘŜǎ Ǿƛǘŀƭ ƛƴǘŜƭƭƛƎŜƴŎŜ ǘƻ ƭŀǿ ŜƴŦƻǊŎŜƳŜƴǘΣ ƛƴŎƭǳŘƛƴƎ Lb¢9wth[Σ ƛƴ 
identifying previously unseen CSAM and supports the process of victim 
ƛŘŜƴǘƛŦƛŎŀǘƛƻƴέΦ ¢Ƙƛǎ ǎǇŜŜŘǎ ǳǇ ŀŎǘƛƻƴ ǘƻ ǎŀǾŜ ǘƘŜ ŎƘƛƭŘǊŜƴ ƛƴǾƻƭǾŜŘΦ 

7. 5ƻŜǎƴΩǘ {ŀŦŜ[ƛƴŜΣ ƻǊ ǘƘŜ ǊŜǇƻǊǘŜǊ ƻŦ ǘƘŜ ŎƻƴǘŜƴǘΣ ƪƴƻǿ if the content is
illegal?
What is illegal is determined by the Law.The Law is interpreted by the Courts 
of Justice, or other appointed authorities. If SafeLine suspects that the 
content may be illegal it forwards the report to the authorities.

8. Notice & Takedown: Please see p. 20.

Frequently Asked Questions

A. What kind of Internet content is considered illegal? 
Every country defines what is illegal in her own way.
Usually, what is illegal offline, is illegal online.
In general, all countries outlaw, CSAM and racism or xenophobia.

B. What kind of Internet content is considered harmful? 
It is any material, otherwise non-illegal, which is
subject to distribution restrictions (adults only, for example).

C. What type of Internet content should I report to SafeLine?
You should report webpages with content you believe is illegal.
For harmful content use filters, appropriate browser/ISP/router-setting, 
and/or parental control tools.

D. Can I report illegal content anonymously?
Of courseΗ ²ƘŜƴ ȅƻǳ Ǿƛǎƛǘ ǘƘŜ άaŀƪŜ ŀ wŜǇƻǊǘέ ǇŀƎŜΣ ƛƴ ǘƘŜ άtŜǊǎƻƴŀƭ 
LƴŦƻǊƳŀǘƛƻƴέ ōƻȄΣ anonymousis the default value.

E. Why is content I reported still online?
If reported content is still online it may be that what you reported is not illegal 
in the hosting country, or it may be because an international cooperation of 
the police is necessary, which might lead to delays in some cases.

F. Are there any risks to children & young people when playing online games?
Gaming sites can be fantastic fun for young people. However as with any 
online technology, there are risks:

ÅAddiction: Gamers may become so involved that they lose touch with the 
offline world and stay late at night playing, neglecting also their 
obligations.

ÅAbuse: Some young people can become abusive to other gamers, in their 
effort to progress with the game.

ÅRisky behavior: Some young people may fall victim to adults who are 
prepared to ask them for sexual favoursin exchange of information and 
knowledge useful to progress with the game.

G. What is phising?
It is the attempt to obtain sensitive information (passwords, etc.) by disguising 
as a trustworthy entity (for example your Bank).

H. For more FAQs, visit:
http://www.safeline.gr/en/information/qs, or
http://inhope.org/gns/who-we-are/faqs.aspx

http://www.safeline.gr/en/information/qs
http://inhope.org/gns/who-we-are/faqs.aspx


Of the above,
71%of the reports

wereactioned.
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1,063 Actionable reports3,812 Reports received in 2016

Adult 
content 4%

Actionable
28%

Other Content
51%

Insufficient 
Detail 5%

Removed
7%

Various
5%

Actionable: Reports SafeLineplans 
to take action on, because they are 
likely to be illegal under Greek Law.

Other Content: Content outside 
{ŀŦŜ[ƛƴŜΩǎremit.

Adult Content: Adult Pornography, or 
Extreme Adult Content

Insufficient detail: Report with 
insufficient data, to allow processing.

Various: Cyberbullying, Queries, Not 
illegal, or Not accessible.

Other: Other smaller categories of actionable reports 
(Copyright breach, Defamation, Other child-related content, 
Terrorism, Drugs, Promotion of suicide & Sexual harassment).

Online financial 
fraud

Personal data 
violation

Communications 
privacy breach

This corresponds to 
2.2 reports every 

working hour,
or one report every 

31 minutes.

Removed: Reports about content 
which was subsequently withdrawn.

On average,
one actioned report,

every 2.3working hours.

Actioned: Reports for which  SafeLinetook action.
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752 Reports were actioned in 2016

Number of 
reports 

forwarded 
to Content 
Owners, 

0.3%

2011 -16 trends
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Over the period 2011-16:

Å The number of reports receivedby SafeLinehas increased, on 
average, by 134per year, but the forecast value of this rate is low, 
as R2=23%.

Å The number of reports actionedby SafeLinehas increased, on 
average, by 73 per year. This activity is better approximated by a 
power trend (with R2=60%), which forecasts growth, but at a 
smaller, and decreasing, rate of 55-65 extra reports per year.

Å Over the last 3 years, 54%of the actionablereports were actually 
actioned.

Å The number of reports characterized by SafeLineas actionable
has decreased, on average, by 87per year. Again, the forecast 
value of this rate is low, as R2=44%. It is rather expected that this 
trend will become increasing, following the rising trend of 
actionedreports, which appear to constitute about 54%of the 
actionablereports.

.
16

Reports destined for other 
INHOPE hotlines, INTERPOL & 
INHOPEare forwarded via the 

INHOPE ICCAM database.
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2011 -16 trends on actionable reports2011 -16 trends on actionable reports

1918

NOTEA: When we observetime-series,like in the diagramsabove,we can
attempt to add a trendline (dotted lines),of an appropriateshape. Themost
commonshapeis a straight line. Eachshapehasa different fit and the quality
of fit ismeasuredby R2.

The value of a linear trend line is that it also givesus the averagerate of
change,say+2.7%/year for CSAM. Thisrate of changeis an undeniablefact,
whateverthe valueof R2, anddescribeswhat hashappenedover the observed
period(here,2011-16).

If R2 is good (say,>70%), we can use the trendline to forecast the next 2-3
years. ThecloserR2 is to 100%, the morereliablethe forecast.

NOTEB: A note of cautionis necessary,whenwe discussstatisticaltrends,asa
commonreflex is to try anddraw dangerousconclusions. Forexample,in p. 20,
we examinethe risingnumberof CSAMreports receivedper year,by SafeLine.
Thisfact,doesin no wayimply that CSAMmaterialison the rise. Whatwe have
observedis that CSAMreportsareon the rise,but we do not knowthe reasons,
until we conducta separatestudy.

A verychallenging,andmost likelyunsolvableproblem,is the separationof the
causefactor from the observationfactor. For example,an increasein the
numberof CSAMreports/yearmaybe due to an increasein CSAMcontent, or
an increasein SafeLinevisibility, or an increaseof public awareness,or an
increasein the use of Internet, etc., or on a combinationof the above and
other factors.
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Over the period 2011-16 the following reliable trends were observed:

Å Personal data violation, as a % of actionable reports, decreasedat 
an average annual rate of 2.9% per year.

Å Online financial fraud, as a % of actionable reports, increasedat 
an average annual rate of 4.1% per year.

Å CSAM (Child Sexual-Abuse Material), as a % of actionable reports, 
increasedat an average annual rate of 2.7% per year.
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As a % of actionable reports:

Over the period 2011-16, as a % of the actionable reports,

Å Hellenic Police, received an average of 39%.

Å INHOPE ICCAM database, received the 21-31%.

Å ISPs and Content owners, received a percentage which varied 
between zero and 16%.

As a % of actionable reports:
R2 is a measure of fitness, of 
the trendline (dotted line).

R2=100% indicates perfect fit.

R2 measures the reliability of 
the annual rate of change, 
hence its forecasting value.



Notice & Takedown

1. Notice & Actionprocedures are those followed by the Internet 
Intermediariesfor the purpose of combating illegal content 
upon receipt of notification.

2. Takedownis the most common
outcome of Notice & Action.
Other possibilities are:
ÅBlocking,
Åvoluntary takedown,
Åproactive & preventive measures &
Åaction against repeated infringements.

3. SafeLine notifiesthe Internet Intermediaries for content on 
their servers, suspectedto be illegal.

4. SafeLine cooperatesclosely with a number of IIs:
ÅFacebook
ÅInstagram
ÅYouTube
ÅTwitter  &
Åothers.

5. On notification, by SafeLine, the Internet Intermediaries 
normally takedownthe reported content.

6. A measureof the effectiveness of the Notice & Takedown 
procedure is the timeƛǘ ǘŀƪŜǎ ǘƻ ǊŜƳƻǾŜ ǘƘŜ άƴƻǘƛŦƛŜŘέ ǇƛŜŎŜΦ

y=21.3(x-2010)+88.9
R² = 62%

y=2.56%(x-2010)+4.77%
R²=89%
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INHOPE Global Statistics 2014
Takedown time for CSAM 

2011 -16 trends on actionable reports

CSAM reports have increased, since 2011, 
both in absolute numbers, and in relative 
terms as a % of actionable reports:
Å +21 reports per year, on average.
Å +2.6% points per year, on average.
It is expected that CSAM reports will keep 
increasingover the next few years, at a 
rate of:
Å~20 / year, from ~200 in 2016, and
Å +2-3% points / year, from ~20% in 2016.

CSAM, as % of 
actionable

CSAM

y=33.3(x-2010)+107
R² = 56%

y=4.11%(x-2010)+4.40%
R²=75%
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Financial fraud

y=-57.06(x-2010)+550
R² = 67%

y=-2.87%(x-2010)+37.8%
R² = 63%
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Personal data

Financial online fraudreports have 
increased, since 2011, both in absolute 
numbers, and in relative terms as a % of 
actionable reports:
Å +33 reports per year, on average.
Å +4.1% points per year, on average.
It is expected that Financial online fraud 
reports will keep increasingover the next 
few years, at a rate of ~4% points / year.

Personal data violationreports have 
decreased, since 2011, both in absolute 
numbers, and in relative terms as a % of 
actionable reports:
Å -57 reports per year, on average.
Å -2.9% points per year, on average.
It is expected that CSAM reports will keep 
decreasingover the next few years, at a 
rate of 2.5-3% points / year.

Internet Intermediaries:
ÅInternet service providers,
ÅSearch engines
ÅSocial media platforms  &
Åothers.
They are companies that
facilitate the use of the Internet.


